LF-Supported Projects and CRA Readiness

Many open source software projects hosted by The Linux Foundation may need to take a few steps in
connection with the EU’s Cyber Resilience Act (CRA). See below to review if your project needs to take action.

The following assumes that your project community will not itself elect to become an “open source software
steward.” Most LF-supported projects will not, and will rely on the LF’s default processes. If your project does
want to take on responsibilities as a steward, please reach out to your LF contact to discuss.

Step 1

Does vyour project release
software that is intended for
use in commercial products?

For open source software purposes, the CRA steward requirements apply
to software that is intended for commercial activities.

If either (1) your project doesn’t release software, or
(2) any software it releases is not intended for use in
commercial products, then there is no need to

yes

\ 4

no

Step 2

Publish a SECURITY.md notice
with a short CRA stewardship
statement.

\ 4

Step 3

Maintain a working vulnerability
reporting channel.

\ 4

Step 4
Escalate actively exploited
vulnerabilities and severe

incidents to the LF steward.

proceed with the rest of the steps below.

The project should publish a SECURITY.md (or similarly named) notice
with the following text, filling in the brackets:

CRA stewardship: This project is supported under the Linux Foundation CRA
stewardship framework, as described at https://www.linuxfoundation.org/security.

Security vulnerabilities should be reported through the mechanisms described
below, which we will coordinate with our CRA steward. For actively exploited
vulnerabilities and severe incidents that may require CRA escalation, please use
the project’s emergency security reporting mechanisms as appropriate.

Also include specific details about how the project maintainers want to
receive vulnerability reports from the project community.

Maintain an accessible, private, security reporting mechanism to receive
reports from the broader community. GitHub private vulnerability
reporting is recommended where supported.

Follow your project's established process for receiving, assessing,
remediating, and disclosing vulnerabilities, and make sure the
SECURITY.md notice from Step 2 accurately describes it.

If your project experiences either of the following, escalate it to the LF

steward at steward@linuxfoundatijon.org:

* Actively exploited vulnerabilities: a security vulnerability where the
project has reliable evidence that a malicious actor has exploited it.

* Severe incident: a security compromise of the project’s own IT
infrastructure.

Ordinary vulnerabilities with no evidence of exploitation are not CRA
escalation events. Escalate those that are actively exploited.

Don’t delay remediation while evaluating whether to escalate the issue.

For more information on the CRA, please see:
https://openssf.org/public-policy/eu-cyber-resilience-act/
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