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Working Groups, Projects, & SIGs
Vulnerability Disclosures 
Efficient vulnerability reporting and remediation

Best Practices
Identification, awareness, and education  of security 
best practices

Metrics & Metadata
Security metrics/reviews for open source projects

Securing Critical Projects
Identification of critical open source projects

Security Tooling
State of the art security tools

Supply Chain Integrity
Ensuring the provenance of open source code

Securing Software Repositories
collaboration between repository operators

Projects
Category-leading software initiatives

A. Secure Software Development Fundamentals courses SIG
B. Security Knowledge Framework (SKF) project
C. OpenSSF Best Practices Badge project
D. OpenSSF Scorecard project
E. Common Requirements Enumeration (CRE) project
F. Concise & Best Practices Guides SIGs
G. Education SIG
H. Memory Safety SIG 
AG. The Security Toolbelt SIG

I. CVD Guides SIGs
J. OSS-SIRT SIG
K. Open Source Vuln Schema (OSV) project 
L. OpenVEX project
    OpenVEX SIG
M. Vuln Autofix SIG

N. Security Insights project
O. Security-Metrics: Risk Dashboard project 
P. Security Reviews project
AH.  Security Insights Spec project

Q. SBOM Everywhere SIG 
R. OSS Fuzzing  project
AI.  SBOMit project
AJ. Protobom project

S. Supply-chain Levels for Software Artifacts (SLSA) project
T. Secure Supply Chain Consumpt Framework (S2C2F) project
AJ. Gittuf project
AK. GUAC project

U. List of Critical OS Prj, components, & Frameworks SIG
V.  criticality_score project
W. Census SIG
X.  Package Analysis project
Y.   allstar project

AD. Alpha-Omega 
AE. Sigstore
AF. Core Toolchain Infrastructure (CTI) 

AB. RSTUF Project

End Users
voice of public & private sector orgs that primarily 
consume open source

Z. Threat Modeling SIG
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AI/ML Security
AI/ML Security at the Intersection of Artificial 
Intelligence and Cybersecurity

DevRel
Develop Use Cases and help others learn about security

Diversity, Equity, & Inclusion
Increase representation and strengthen the overall 
effectiveness of the cybersecurity workforce

https://github.com/ossf/wg-vulnerability-disclosures
https://github.com/ossf/wg-best-practices-os-developers
https://github.com/ossf/wg-identifying-security-threats
https://github.com/ossf/wg-securing-critical-projects
https://github.com/ossf/wg-security-tooling
https://github.com/ossf/wg-supply-chain-integrity
https://github.com/ossf/wg-securing-software-repos
https://openssf.org/training/courses/
https://www.securityknowledgeframework.org/#:~:text=part%20of%20the-,OpenSSF,-Working%20group%3A%20Best
https://bestpractices.coreinfrastructure.org
https://github.com/ossf/scorecard
https://github.com/OWASP/common-requirement-enumeration
https://openssf.org/resources/guides/
https://github.com/ossf/education
https://github.com/ossf/Memory-Safety
https://github.com/ossf/toolbelt
https://github.com/ossf/oss-vulnerability-guide
https://github.com/ossf/SIRT
https://github.com/ossf/osv-schema
https://github.com/openvex
https://github.com/ossf/OpenVEX
https://github.com/ossf/security-insights-spec
https://github.com/ossf/Project-Security-Metrics
https://github.com/ossf/security-reviews
https://github.com/ossf/security-insights-spec
https://drive.google.com/drive/folders/154MCLeIOQEgPpTUL7yzplOiipBVJ5KZJ
https://docs.google.com/document/d/1TmhqYpB1Ly-5o-F31RVHxgpunW6qeDTVopBCtCmKhs0/edit
https://github.com/sbomit
http://github.com/bom-squad/protobom
https://slsa.dev/
https://github.com/ossf/s2c2f
https://github.com/gittuf/gittuf
https://github.com/guacsec/guac
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit
https://github.com/ossf/criticality_score
https://www.coreinfrastructure.org/programs/census-program-ii/
https://github.com/ossf/package-analysis
https://github.com/ossf/allstar
https://alpha-omega.dev/
https://www.sigstore.dev/
https://github.com/repository-service-tuf
https://github.com/ossf/wg-endusers
https://docs.google.com/document/d/1abI65H4pF5y8YtA2_TuDBAaI47v9mTfpr5mwVvccX_I/edit
https://github.com/ossf/ai-ml-security


Projects
AD. Alpha & Omega project

AE. Sigstore

AF. Core Toolchain Infrastructure (CTI) 

Vulnerability Disclosures
I. CVD Guides SIGs

J. OSS-SIRT SIG 

K. Open Source Vuln Schema (OSV) project 

L. OpenVEX SIG

    OpenVEX Project

M. Vuln Autofix SIG

DevRel Community

Best Practices
A. Secure Software Development Fundamentals courses SIG

B. Security Knowledge Framework (SKF) project

C. OpenSSF Best Practices Badge project

D. OpenSSF Scorecard project

E. Common Requirements Enumeration (CRE) project

F. Concise & Best Practices Guides SIGs

G. Education SIG

H. Memory Safety SIG

Source code Build Package

Package selection 
information

Vulnerability 
informationDependencies

ConsumerDeveloper

Metrics & Metadata
N. Security Insights

O. Security-Metrics: Risk Dashboard project

P. Security Reviews project

AH.  Security Insights Spec project

Security Tooling
Q. SBOM Everywhere SIG

R. OSS Fuzzing SIG

AI.  SBOMit project

AJ.  Protobom

Supply Chain Integrity
S. SLSA project

T.  S2C2F project

 AJ. Gittuf project

AK. GUAC project

Securing Critical Projects
U. List of Critical OS Projects  SIG

V.  criticality_score project

W. Census SIG

X. Package Analysis project

Y. allstar project Securing Software Repositories
AB. Repository as a Service ProjectAI/ML Security

Diversity, Equity, & Inclusion

End Users
Z. Threat Modeling SIG
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OpenSSF Technical Initiatives Landscape

https://github.com/ossf/alpha-omega
https://www.sigstore.dev/
https://github.com/ossf/wg-vulnerability-disclosures
https://github.com/ossf/oss-vulnerability-guide
https://github.com/ossf/SIRT
https://github.com/ossf/osv-schema
https://github.com/ossf/OpenVEX
https://github.com/ossf/OpenVEX
https://github.com/ossf/DevRel-community
https://github.com/ossf/wg-best-practices-os-developers
https://openssf.org/training/courses/
https://owasp.org/www-project-security-knowledge-framework/
https://bestpractices.coreinfrastructure.org
https://github.com/ossf/scorecard
https://github.com/OWASP/common-requirement-enumeration
https://openssf.org/resources/guides/
https://github.com/ossf/education
https://github.com/ossf/Memory-Safety
https://github.com/ossf/wg-identifying-security-threats
https://github.com/ossf/security-insights-spec
https://github.com/ossf/Project-Security-Metrics
https://github.com/ossf/security-reviews
https://github.com/ossf/security-insights-spec
https://github.com/ossf/wg-security-tooling
https://drive.google.com/drive/folders/154MCLeIOQEgPpTUL7yzplOiipBVJ5KZJ
https://docs.google.com/document/d/1u4_vL0UK69C7D3qatP9Q6gjGX1PMJjWnO4-3F4pJ0oo/edit#
https://github.com/sbomit
http://github.com/bom-squad/protobom
https://github.com/ossf/wg-supply-chain-integrity
https://slsa.dev/
https://github.com/ossf/s2c2f
https://github.com/gittuf/gittuf
https://github.com/guacsec/guac
https://github.com/ossf/wg-securing-critical-projects
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit
https://github.com/ossf/criticality_score
https://www.coreinfrastructure.org/programs/census-program-ii/
https://github.com/ossf/package-analysisds
https://github.com/ossf/allstar
https://github.com/ossf/wg-securing-software-repos
https://github.com/repository-service-tuf
https://github.com/ossf/ai-ml-security
https://github.com/ossf/DevRel-community
https://github.com/ossf/wg-endusers
https://docs.google.com/document/d/1abI65H4pF5y8YtA2_TuDBAaI47v9mTfpr5mwVvccX_I/edit

